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6.1	Generic solutions for management of NPN
6.1.x	Solution for management of NPN service customer
The NPN service customer (i.e. NPN-SC) is a role defined for NPN management to represent the CSC (e.g. verticals) which consumes communication services for non-public use (see clause 4.2). While in 3GPP management system, tenant represents a group of MnS consumers associated with the management capabilities they are allowed to access and consume (see clause 4.8 of TS 28.533 [m]). Therefore, the management of NPN-SC, which focuses on the granular access control of NPN-SC, is achieved through the management of context information for tenants.
The creation of tenant context is finished during tenant registration procedure. The tenant registers to NPN-SP/OP for two reasons:
· Enable the authentication and authorization to tenant.
· Enable the tenant to obtain the permitted MnS information (e.g., MnS type and MnS components).
Figure 6.1.x-1 shows the procedure of management of tenant.
[image: ]
Figure 6.1.x-1: Procedure of management of tenant
The pre-condition of the procedure is that the NPN-SC and NPN-SP/OP have reached a business agreement. Tenant provides the vertical information (e.g. human readable name of vertical, subscribed management capabilities exposed to vertical, etc.) to register a vertical to NPN-SP/NPN-OP through a tenant registration request message.
1. According to the tenant identifier provided by tenant (playing the role of NPN-SC), access control MnS producer (i.e. Authentication and Authorization MnS producer) identifies the management capabilities that are allowed to exposed to the tenant. After specifying the management capabilities for the tenant, access control MnS producer generates credential/access token for authentication/authorization and decides to request the creation of MOI Identity, Role and PermissionForMnSs to manage tenant context.
Editor's NOTE: reference to IOC Identity, Role and PermissionForMnSs (see 3GPP draftCR 28.533 S5-234845), will be updated later after the draftCR converted to a CR.
2. Access control MnS producer sends the createMOI request to MnS provisioning producer to create the instances of IOC Identity, Role and PermissionForMnSs of certain tenant to manage tenant context information. For the definition of operation createMOI, see clause 11.1.1.1 of TS 28.532 [14].
3. MnS provisioning producer executes the createMOI operations.
4. MnS provisioning producer returns operation execution state (e.g., OperationSucceeded or OperationFailed) and the name/value pairs of MOIs’ attributes to access control MnS producer. The name/value pairs of MOIs’ attributes, as tenant context, include the identifier of tenant, credential, permitted MnSs, etc. 
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[bookmark: _Toc95144328][bookmark: _Toc138162545]Annex B (informative):
Plant UML source code
B.y	Procedure for management of tenant
The following PlantUML source code is used to describe the procedure of management of the tenant, as depicted by Figure 6.1.x-1:
@startuml
skinparam NoteBackgroundColor White
participant "Access control MnS producer" as cmer
participant "Provisioning MnS Producer" as prov

rnote over cmer
1.Identify the management capabilities
that can be consumed by the tenant
endrnote
cmer -> prov: 2.create MOI for Identity, Role, PermissionForMnSs
prov -> prov: 3.execute the request
prov -> cmer: 4.return MOI creation results

@enduml
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